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Chapter 1

Introduction
According to Hewlett-Packards cybercrime report released in 2012, there was a 42of cybercrimes
when compared to the figure of the previous year, with organizations experiencing an average of
102 successful attacks per week. The average annualized cost of cybercrime also surged to 8.9 million per attacked organization. Existing cyber-security technologies such as intrusion prevention
systems (IPSs) and anti-malware software are not effective enough to protect organizations from
various cybercrimes, particularly the distributed denial of service (DDoS) attacks. One of the reasons is that existing cybersecurity solutions are weak in cybercrime forensics and predictions. We
believe that applying advanced computational intelligence methods to uncover the underground cybercriminal networks is the first step toward comprehensive cybercrime forensics, which contributes
to combat the rapidly growing trend of cybercrimes.
Social Relationships in the Hacker Subculture
Hackers are not born, but rather emerge slowly from the confluence of native technical aptitude, access to technology, and prolonged virtual and face-to-face socialization with others who
share similar norms and values. Often researchers focus upon virtual socialization experiences that
help instill the norms and values of this subculture, but some of the most important relationships
develop in face-to-face settings. The different environments in which these social processes occur
play an important role in the early formative years of persons who eventually identify themselves
as hackers. The importance of technology for hackers often emerges early in youth. Many who
become involved in the hacker community report developing an interest in technology at an early
age. Hackers report gaining access to computers in their early teens or even younger for hackers in
the late 1990s to the present. Simply utilizing computers in public cafes and schools can also help
pique a hackers’ interest in technology. In fact, in nations where home Internet access is expensive,
like Turkey and Iran, hackers often report using computers in cafes and other public locales in order
to connect with others. Identifying peers who share their affinity for technology on or off-line is
also extremely valuable because it helps to maintain their interests.
On-line Relationships
Hackers maintain loose peer associations with individuals in on-line environments that may be
useful in the development of their skill and ability. There are myriad communities operating via
computer-mediated communications across the globe for hackers at every skill level to identify others who share their interests, including Internet Relay Chat (IRC), forums, blogs, social networking
1
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Figure 1.1: The exchange of knowledge between cybercriminals on Twitter

sites, and other on-line environments. Hackers have operated in Bulletin Board Systems (BBS)
since the late 70s and early 1980s to provide information, tools, and techniques on hacking. The
content was posted in plain text, and occasionally featured images and art made from ASCII text,
in keeping with the limitations of technology at the time. These sites allowed asynchronous communications between users, in that they could post a message and respond to others. In addition,
individuals hosted downloadable content including text files and tutorials, though some also hosted
pirated software and material called warez. The BBS became an important resource for new hackers since experienced technology users and budding hackers could share detailed information about
systems they explored and discuss their exploits. The BBS allowed hackers to form groups with
private networks and password protected boards to keep out the uninitiated and maintain privacy.
Closed BBS were initially local in nature based on telephone area codes, but changed with time as
more individuals obtained computers and sought out others on-line. Local hacker groups grew to
prominence as a result of BBS based on their exploits and intrusions into sensitive computer systems, such as the Masters of Disaster and the Legion of Doom. As a result, it is common for modern
hackers to belong to multiple forums and websites in order to gain access to pivotal resources on-line.
In addition, communication services can aid in the identification of links between hackers within
and across various groups. In fact, some hackers maintain membership in multiple hacking groups
and identifying friendship networks can provide important clues to the social dynamics of both
intra-group as well intergroup interactions.
Increasingly more evidences have shown that cybercriminals tend to exchange cyber-attack
knowledge, or even transact cyber-attack tools such as Botnets through the dark markets established in online social media (Denning and Denning, 2010; Franklin et al., 2007; Goel, 2011). Such a
trend offers unprecedented opportunities for cyber-security analysts to tap into the security intelligence embedded in the conversational messages posted to online social media so as to develop better
insights about the collaborative cybercrimes and the communities of cybercriminals. By means of
automated mining of collaborative cybercriminal networks, the effectiveness and efficiency of cybercrime forensics can be greatly enhanced. Figures 1.1 and 1.2 highlight examples of cybercriminals
cs mec 2015
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Figure 1.2: A teansactional dialog between two cybercriminals

dialogs captured in online social media. Figure 1 shows the hacker group called Anonymous (also
known as FawkesSecurity) who performed a live broadcast on Twitter and claimed responsibility
for the series of DDoS attacks against Hong Kong and Shanghai Banking Corporation (HSBC)
in October 2012. Figure 1.2 depicts a dialog about the sales of cyber-attack tools on a popular
Internet forum.
While much research efforts have been devoted to social community mining and social network
analysis in the past two decades, little work is performed for the automated discovery and analysis
of cybercriminal networks, a special type of social network. Given the tremendous financial losses
incurred due to cybercrimes, there is a pressing need to exploit advanced computational intelligence
approaches for the development of automated cybercriminal network mining method to facilitate
cybercrime forensics. Existing network mining methods mainly utilize manually constructed relationship lexicons (Xia et al., 2013), or manually defined lexico-syntactic patterns (Bao et al.,
2008; Li et al., 2006) to uncover the implicit relationships of entities (e.g., companies) from free
texts. However, since natural languages are ambiguous and very flexible, predefined lexicons or
lexico-syntactic patterns can only identify a limited number of explicit relationships embedded in
texts. As a result, the recall achieved by lexicon-based network mining methods tends to be low.
Since concept-level approaches to natural language processing (Cambria et al., 2013) can better
grasp the implicit semantics associated with text, they often outperform lexicon-based methods
by leveraging on semantic networks or knowledge bases. However, so far concept-level approaches
have only been applied to tasks that are loosely related to cybercrimes, e.g., troll filtering (Cambria
et al., 2010) and cyberbulling (Dinakar et al., 2012). A possible reason for this might be that it is
difficult to mine concept-level knowledge for the cybercrime domain.
Supervised machine learning methods do not rely heavily on external knowledge and, hence,
could represent a viable solution for cybercriminal network mining. However, such methods often
require a lot of time and resources to build a dataset that is good enough to effectively train a machine learning classifier. Moreover, it is quite difficult to label messages that capture implicit and
hidden cybercriminal relationships even if the annotators are security experts. The following two
examples reveal an explicit collaborative and an implicit transactional cybercriminal relationships
embedded in two messages extracted from online social media. The former is relatively easy to identify by computers using pre-defined relationship indicators such as join captured in a relationship
lexicon, whereas the latter is more difficult for computers to detect automatically.
• Explicit Collaborative Relationship: Wanna hack remote machines and turn them to U
cs mec 2015
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botnets. Join me in hackertalk. Uve got to have fun
• Implicit Transactional Relationship: Toolsre really cool, but need U support for continuous
upgrading; pls. pm me if interested.
The main contributions of the research reported in this paper are the development and evaluation of a novel weakly supervised cybercriminal network mining method which can uncover both
explicit and implicit relationships among cybercriminals based on their conversational messages
posted to online social media. To the best of knowledge on this particular topic, this is the first
successful research for developing a probabilistic generative model to mine cybercriminal networks
from online social media. In this paper, focus is on mining two types of semantics: transactional
and collaborative relationships among cybercriminals. The basic intuition behind the proposed
computational method is that a probabilistic generative model is applied to extract multi-word
expressions describing two types of cybercriminal relationships in unlabeled messages. These dynamically discovered concept descriptions are then applied to identify both explicit and implicit
cybercriminal relationships embedded in online messages.
The concept based on cybercriminal relationship classification method is more promising than
keyword-based methods which relies on semantics rather than syntax. Concept-based approaches
have already been shown to perform better than word-based methods for tasks such as topic modeling (Rajagopal et al., 2013), domain adaptation (Xia et al., 2013) and opinion mining (Cambria
et al., 2013). For example, a keywordbased method may mistakenly classify the message just give
the port side a hack with the axe as a cybercrime message if the keyword hack is solely used to
identify online hacking activities. In contrast, concept-based methods leverage on semantic sets to
classify messages. For instance, the concept hacking in the cyberspace is represented by a set of
semantically related terms such as computer, hack, online, network, ,. Accordingly, the proposed
concept-based method will not classify the aforementioned message as a cybercrime related message
because the sample message bears little semantic similarity with the given concept. The remainder
of the paper is organized as follows: Section 2 provides an overview of existing research related to
our study and compares the existing methods with ours; Section 3 illustrates the computational
details of the proposed weakly supervised cybercriminal network mining method; Section 4 describes the evaluation procedures and discusses our experimental results; finally, Section 5 offers
concluding remarks and describes future directions of our research work.

cs mec 2015
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Chapter 2

Related Works
The enhancement of memory recall using memory cues and the development of a social contact
management system bring together the following close related research directions

2.1

pLSA

Probabilistic latent semantic analysis (PLSA), also known as probabilistic latent semantic indexing (PLSI, especially in information retrieval circles) is a statistical technique for the analysis of
two-mode and co-occurrence data. In effect, one can derive a low-dimensional representation of the
observed variables in terms of their affinity to certain hidden variables, just as in latent semantic
analysis. PLSA evolved from latent semantic analysis.
Compared to standard latent semantic analysis which stems from linear algebra and downsizes
the occurrence tables (usually via a singular value decomposition), probabilistic latent semantic
analysis is based on a mixture decomposition derived from a latent class model.
The work closest to ours is the application of a probabilistic latent semantic analysis (pLSA)
model to mine latent topics describing cybercrimes from blog messages (Tsai and Chan, 2007).
However, only a qualitative evaluation about the quality of the extracted cybercrime concepts was
performed. Moreover, the pLSA model suffers from the so-called problem of over-fitting and the
extraordinary computational costs of learning a large number of model parameters (e.g., learning
model parameters per document) (Blei et al., 2003; Rosen-Zvi et al., 2010). Our proposed method
not only discovers latent topics (concepts) about cybercrimes from online social media, but it also
leverages these latent topics to uncover a cybercriminal network. Du and Yang (2011) applied
social network analysis (SNA) method to construct cyber-attack graphs based on the source and
destination IP addresses of cyber-attacks extracted from the Internet. Our proposed approach can
tap into online social media and utilize high-level features (e.g., concepts embedded in conversational
messages) to uncover the collaborative patterns of cybercriminals.

2.2

Dynamic Social Network Analysis

Dynamic network analysis (DNA) is an emergent scientific field that brings together traditional social network analysis (SNA), link analysis (LA), social simulation and multi-agent systems (MAS)
within network science and network theory. There are two aspects of this field. The first is the
statistical analysis of DNA data. The second is the utilization of simulation to address issues of
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network dynamics. DNA networks vary from traditional social networks in that they are larger, dynamic, multi-mode, multi-plex networks, and may contain varying levels of uncertainty. The main
difference of DNA to SNA is that DNA takes interactions of social features conditioning structure
and behavior of networks into account. DNA is tied to temporal analysis but temporal analysis is
not necessarily tied to DNA, as changes in networks sometimes result from external factors which
are independent of social features found in networks. One of the most notable and earliest of cases
in the use of DNA is in Sampson’s monastery study, where he took snapshots of the same network
from different intervals and observed and analyzed the evolution of the network.
DNA statistical tools are generally optimized for large-scale networks and admit the analysis of
multiple networks simultaneously in which, there are multiple types of nodes (multi-node) and
multiple types of links (multi-plex). Multi-node multi-plex networks are generally referred to as
meta-networks or high-dimensional networks. In contrast, SNA statistical tools focus on single or
at most two mode data and facilitate the analysis of only one type of link at a time.
Hu et al. (2009) applied dynamic social network analysis methods to identify facilitators of
co-offending relationships in a large-scale narcotics network consisting of individuals and vehicles.
Wu and Banzhaf (2010) examined various computational intelligence methods (e.g., artificial neural
networks, fuzzy systems, evolutionary computation methods, artificial immune systems, and swarm
intelligence) for intrusion detection using low-level network-based features. Ting et al. (2010)
applied the Apriori association rule mining method to linkage identification which attempted to
identify the tightly linked genes and bound them together to form building blocks to alleviate the
disruptiveness induced by crossover operations. Abbass et al. (2011) proposed the computational
red team (CRT) method that leverages the relationships between both blue team and red team of
agents to improve agents decision making processes. Martino and Sperduti (2010) evaluated two
classes of methods, namely neural networks and kernel methods for modeling entities and their
relationships in the forms of trees and graphs.

2.3

Natural Language Processing Tools

Natural language processing (NLP) is a field of computer science, artificial intelligence, and linguistics concerned with the interactions between computers and human (natural) languages. As such,
NLP is related to the area of humancomputer interaction. Many challenges in NLP involve natural
language understanding, that is, enabling computers to derive meaning from human or natural
language input, and others involve natural language generation.
There are sevaral main techniques used in analysing natural language processing. Some of them
can be breafly described as follows.
Pattern matching
The idea here is an approach to natural language processing is to interpret input utterances as a
whole father than builing up their interpretation by combining the structure and meaning of words
or other lower level constituents. That means the interpretations are obtained by matching patterns
of words against the input utterance. For a deep level of analysis in pattern matching a large
number of patterns are required even for a restricted domain. This problem can be ameliorated
by hierarchical pattern matching in which the input is gradually canonicalized through pattern
matching against subphrases. Another way to reduce the number of patterns is by matching with
semantic primitives instead of words.
cs mec 2015
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Syntactically driven Parsing
Syntax means ways that words can fit together to form higher level units such as phrases,
clauses and sentences. Therefore syntacticaly driven parsing means interpretation of larger groups
of words are built up out of the interpretation of their syntacticconstituent words or phrases. In
a way this is the opposite of pattern matching as here the interpretation of the input is done as a
whole. Syntactic analyses are obtained by application of a grammar that determines what sentenses
are legal in the language that is being parsed.
Semantic Grammars
Natural language analysis based on semantic grammar is bit similar to systactically driven parsing except that in semantic grammar the catogaries used are defined semantically and syntactically.
There here semantic grammar is also envolved.
Case frame instantiation
case frame instantiation is one of the major parsing techniques under active research today.
The has some very useful computational properties such as its recursive nature and its ability to
combine bottom-up recognition of key constituents with top-down instantiation of less structured
constituents.
The CoMiner system applied Natural Language Processing (NLP) techniques and predefined
lexico-syntactic patterns to identify competitive relationships and competitive domains among companies (Bao et al., 2008; Li et al., 2006). In particular, the Point-wise Mutual Information (PMI)
measure was applied to estimate the strength of a competitive relationship between two companies. Xia et al. (2013) employed a predefined relationship lexicon and shallow NLP techniques to
develop the CoNet system for the discovery of potential business relationships from online financial
news articles. Two different types of business rela-tionships such as cooperative and competitive
relationships were identified according to a set of pre-defined relationship indicators captured in a
relationship lexicon. Since the CoNet system mainly relied on a limited set of seeding relationship
indicators to identify business relationships, the recall of such a system may be low. Our research
differs from the aforementioned studies in that we examine the mining of cybercriminal networks
instead of business networks.

cs mec 2015
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Chapter 3

Methodology of Cybercriminal
Network Discovery
This section describes the design of the proposed system which is an extension to latent Dirichlet
allocation for the mining of cybercriminal networks from online social media.

3.1

System Model

The basic intuition behind the proposed cybercriminal network discovery method is that latent concepts describing specific types of cybercriminal relationships (e.g., transacting cyber-attack tools)
are extracted by a probabilistic generative model to bootstrap the performance of cybercriminal
relationship identification. Figure 3.1 illustrates the main steps of the proposed cybercriminal network mining methodology. First, conversational messages USi that refer to at least two users are
extracted from a collection of unlabeled documents (e.g., online messages posted by hackers). In
addition, generic seeding relationship indicators are applied to label a set of messages LSi describing
transactional activities, or collaborative cyber-attack activities among cybercriminals.
The entities (i.e., individuals or groups of cybercriminals) being referred to within the conversational messages are identi-fied using an extended named entity recognition (NER) mod-ule of
GATE (Maynard et al., 2001). An initial list of well-known cybercriminals is provided by cybersecurity experts to enrich the ordinary entity dictionary of GATE. In addition, the user identities
associated with these messages are extracted based on the publicly available user profiles on online
social media. The extracted messages are then fed into an LDA-based (Blei et al., 2003; RosenZvi et al., 2010; Steyvers et al., 2004) topic modeling module to extract relevant concepts (i.e.,
the topics describing various cybercriminal relationships) to allevi-ate the low-recall problem of
a purely lexicon-based relation-ship identification approach. In particular, we developed a novel
context-sensitive (CS) Gibbs sampling algorithm to implement the LDA-based probabilistic generative model.
By applying a Laplacian-based semantic ranking method (Song et al., 2009), the messages with
relationship labels LSi are used to infer the semantic labels (e.g., transactional or collaborative)
of the mined latent concepts. Then, these labeled concepts are applied to determine the implicit
cybercriminal relationship embedded in an arbitrary message TSi that refers to atleast two parties
(i.e., cybercriminals). More specifically, we develop a novel inferential language modeling (ILM)
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Figure 3.1: A probabilistic generative model for mining cybercriminal networks

method to infer the hidden cybercriminal relationship in a message. Finally, based on the identified
cybercriminal relationship between each pair of users, a cybercriminal network is generated for a
given period. The proposed computational methodology is general enough to support the discovery
of any types of cybercrime related relationships if the corresponding sets of seeding relationship indicators are provided. Since our methodology requires a small set of seeding relationship indicators
as input, it is a weakly supervised relationship mining method. However, the distinct advantage of
the proposed method is that there is no need for the expensive manual labeling of a large number
of training messages.

3.2
3.2.1

Latent Concepts
General Architecture of LDA based model

The LDA based model consists of five layers. For the Data Collection Layer, autonomous information agents simulate human users and tap into private (requiring user authentication) multilingual
online social media to observe and collect cyber-attack related messages. These agents leverage
a machine translation module to process multilingual messages. In addition, dedicated crawlers
can visit various web sites (through search engine indexes) and public multilingual social media
to retrieve cyber-attack messages. For the Data Cleaning Layer, a text pre-processor is applied to
pre-processing multilingual textual data such as word segmentation, stop word removal, stemming,
and part-of-speech (POS) tagging, etc. For the Data Mining Layer, a linguistic feature extractor
makes use of a set of pre-defined feature patterns and name entity recognition (NER) rules to excs mec 2015
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Figure 3.2: LDA Generation process for cyber-attack messages

tract explicit features from pre-processed messages. Moreover, an LDA-based latent feature miner
is applied to mine cyber-attack related concepts from texts. One novelty of the our research is the
design of a novel LDA-based latent relationship miner which employs a bootstrapping approach to
discover domain-specific relationship indicators for hacker relationships discovery and cyber-attack
causal relationship mining. Finally, the cyber-attack analyzer utilizes an information theoretic
approach to identify the inherently associated cyber-attack events or people for the generation
cyber-attack communities and causal relationships of attacks.
For the Learning and Classification Layer, an ensemble of state-of-the-art machine learning
classifiers are deployed to produce cyber-attack predictions based on an optimal set of explicit and
latent features. Furthermore, another novelty of our research is that the GA-based adaptor takes
into account the feedbacks about the classifiers previous predictions, and periodically tunes the
weights of the classifiers and the classification features for more effective cyber-attack predictions
in the following prediction cycles. Moreover, the adaptor evaluates which online social media sources
tend to produce the classification features with higher weighting, and then direct the information
agents and crawlers to traverse to those sources with a higher probability in the following data
collection cycles. As a result, the proposed prototype service can maintain its forensic and prediction
performance even if cyber attackers modify their attack tactics, and so the changes of explicit or
latent traces left in online social media. For the Presentation Layer, the presentation manager
employs a combination of texts, tables, and graphs to present the cyber-attack prediction results,
and visualize the causal relationships of cyber-attacks.

3.2.2

The Computational Model using Latent concepts

For LDA-based latent concept learning, each conversational message d ǫ D of an unlabeled social
media corpus D is considered to be characterized by a multinomial distribution Θ , which is in turn
controlled by a hyper-parameter, a Dirichlet priori α (Blei et al., 2003). Z represents the set of
latent concepts characterizing D. A latent concept zi ǫ Z (e.g., a type of cybercriminal relationship)
is selected according to the multinomial distribution Θ . Given the concept zi , a term tk is then
generated according to the multinomial distribution φ , controlled by another hyper-parameter, a
Dirichlet priori β. Our ultimate goal is to infer the conditional probability φ = Pr( tk —zi ) which
represents a latent concept about a specific type of cybercriminal relationship. However, directly
computing the multinomial distribution φ or Θ is computationally very expensive. Accordingly,
cs mec 2015

10

A Probabilistic Model for Mining Cybercriminal
3. Methodology
Networks of Cybercriminal Network Discovery

Gibbs sampling (Geman and Geman, 1984), a Markov Chain Monte Carlo algorithm, is extended
to estimate the multinomial distributions of the LDA model. For Gibbs sampling, a Markov chain
is established by repeatedly drawing a latent topic for each observable term, based on its conditional probability over other variables (Steyvers et al., 2004). The approximations φ and Θ of the
multinomial distributions φ and Θ are defined as follows.

V Z represents a count matrix that captures the number of times that term t = m
The term Nmn
k
is assigned to the latent con-cept zi = n, excluding the current word position. The terms m and n
V Z . The term V is the set of vocabulary that is used
represent the indices of the count matrix Nmn
to compose the collection D, and the set Z represents the set of latent concepts characterizing the
collection D. The count matrix Nn pZD records the number of times that the latent concept zi = n
is assigned to a document di = p, excluding the current document under consideration. The terms
n and p are the indices of the count matrix.

3.2.3

CS - Gibbs Sampling Algorithm

Previous success in applying association rule mining to improve both the quality of the mined
latent aspects and the time of convergence of an expectation-maximization (EM) algorithm for a
probabilistic latent semantic indexing (pLSI) model (Song et al., 2012) motivates us to explore
context-sen- sitive text mining to extend the Gibbs sampler for LDA-based latent topic modeling. This is indeed one of the main research contributions of our research work. The details
of our novel context-sensitive text mining (Lau et al., 2008) enhanced Gibbs sampling algorithm
CS-GibbsSampling are depicted in Figure 4. The algorithm begins with the initialization of sevV Z and N ZD which are the basis to estimate φ
eral control variables and the count matrices Nmn
np
and Θ. Then, step 6 of the CS GibbsSampling algorithm invokes context-sensitive text mining to
discover term association knowledge (i.e. information flows) to guide term-to-topic assignment in
V Z . In context-sensitive text mining (Lau et al.,2008), a virtual text window
the count matrix Nmn
of win terms is composed, and it moves from left to right one term each time in each document.
The co-occurrence information among terms within each virtual text window is collected and analyzed to produce term associations of the form (t1 , t2 ,..., tk−1 )implies tk , where tk is a term of
the corpus D (Lau et al., 2008). More specifically, steps 7 to 11 of the algorithm states that if
the terms appearing in the left hand side of a context-sensitive term association (i.e., information
V Z , the term that appears in the right-hand side of
flow) are assigned to a topic (column) of Nmn
the association should also be assigned to the same topic (column) because terms (t1 , t2 ,..., tk−1 )
logically implies tk . When compared to the original Gibbs sampling algorithm which randomly
assigns terms to topics (Geman and Geman, 1984), our proposed algorithm can better leverage
contextual knowledge of (i.e., information flows) extracted from a domain-specific corpus to make
a more informed term-to-topic assignment.
The main loop of the CS-GibbsSampling algorithm is controlled by testing change of perplexity and the maximum number of iterations (step 12). If the change of perplexity in recent two
iterations p is less than or equal to the threshold g or the number of iterations I reaches the max-
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Figure 3.3: CS- Gibbs Sampling Algorithm
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imum MaxI , the Gibbs sampling algorithm will be terminated. Basically, steps 13 to 30 of the
V Z and N ZD . The
algorithm illustrates the iteration process of updating the count matrices Nmn
np
proposed Gibbs sampling algorithm computes the entropy of a term tm to filter noisy terms (steps
31 to 35). These noisy terms are associated with many topics, and are unlikely to be representative
terms to uniquely describe a topic. The entropy of a term is defined as follows: entropy(tm ) =
σ ass(zi ,tm )/|Z| where assignment function ass(zi ,tm ) returns 1 if the term tm is assigned to the
topic zi ǫ Z. The computational complexity of the context-sensitive Gibbs sampling algorithm is
characterized by O(I|Z| |V |2 |D|), where I is the number of Gibbs iterations; V is the vocabulary
set of a corpus D, and Z is the predefined number of latent concepts. The additional computational cost of our CS-GibbsSampling algorithm when compared to the classical Gibbs Sampling is
characterized by |V |2 which is devoted to perform context-sensitive text mining over a corpus. Our
previous empirical results have shown that the text mining process is relatively efficient even for a
medium to large textual corpus (Lau et al., 2008, 2009).
Determining the optimal number of latent concepts of an LDA-based model is always a challenge.
A perplexity-based approach is adopted here to estimate a reasonable number of latent concepts
characterizing an unlabeled training corpus D and filter out noisy topics (Steyvers et al., 2004).
More specifically, the context-sensitive Gibbs sampling algorithm is invoked with different number
of concepts. Then, the smallest number of concepts that achieved a good (i.e., small) perplexity
score are selected. The open source Core LingPipe AP I 2 is extended to implement the novel
context-sensitive Gibbs sampling algorithm that operationalizes the aforementioned probabilistic
generative model.

3.3

Laplacian Scoring for Latent Concept Labeling

Since the latent concepts discovered by LDA-based latent semantic mining are unlabeled, we must
extend the classical LDA method such that we can infer the semantic label (e.g., collaborative
or transactional) of a mined latent concept. Song et al. (2009) have applied Laplacian scoring,
which is originally developed for feature selection, to latent topic selection. The intuition is that
if a candidate latent concept is semantically close to some messages characterized by a specific
semantic label, the latent concept is likely to have such a semantic label as well. A message with
relationship label LSi was extracted by applying some generic seeding relationship indicators to an
unlabeled corpus D. For example, by applying the seeding indicator sales that usually signifies a
transactional cybercrimi-nal relationship, the following message LSi is labeled based on our social
media corpus: @iqbal hacking tools 4 sales; Ud pm me if like purchasing.
Since we focus on collaborative and transactional relation-ships in this paper, two different
Laplacian rankings are con-structed to identify two sets of latent concepts with the respec-tive
semantics. Let Lk,r ǫ collaborative,transactional denotes the Laplacian score of the k th concept for
the semantic label r. Moreover, let di,k represents the ith message corresponding to the k th concept.
Based on the outputs from the Laplacian scoring method (Song et al., 2009), we can then select
the highly ranked and consistent latent concepts to represent the specific type of cybercriminal
relationship r. For each relationship type r, an aggregated concept Cj = zi ǫ dom(Lr : j = r is then
constructed to infer the relationship label of an arbitrary message T Si .
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3.4

Semantic Inference of Cybercriminal Relationships

After Laplacian-based latent concept labeling (Song et al., 2009), the aggregated concepts Ctran
(i.e., sets of transactional concepts ) and Ccoll (i.e., sets of collaborative concepts) are applied to infer
the relationship label of an arbitrary message d = T Si that refers to at least two cybercriminals. The
basic intuition is that if the contents of the message d are more likely to generate the transactional
(collaborative) concept, the mes-sage will be considered to describe a transactional (collabora-tive)
cybercriminal relationship.

3.5

Inferential Language Modeling

A novel inferential language modeling method is developed to estimate the probability of d generating a specific cybercriminal relationship label.

Semantic-based language modeling Pr(Cj | Md )from equation (3) is applied to estimate the
probability that the message d = T Si generates the aggregated concept Cj , where Md is a document language model (Ponte and Croft, 1998). However, to cope with the challenge that the
mined concepts are incomplete, each term ti ǫ Cj should be smoothed with respect to the entire
cybercrime mes-sage corpus D by means of the maximum likelihood collection language model MD
in Eq. 4. In this paper, we develop a novel inferential language model P rIN F ( ti | Md ) that consists
of the maxi-mum likelihood estimation P rM L ( ti | Md ) of the term ti with respect to d, and the
context-sensitive text mining (Lau et al., 2008) based smoothing P rT M ( ti | MR ) . The maximum
likelihood document language model P rM L ( ti | Md )= freq(ti , d)/ |d | is defined based on the frequency of ti appearing in the message d. The Jelinek-Mercer smoothing parameters m = 0.35 and
c = 0.31 are empirically established based on a subset of our cybercrime message corpus. Previous
research also shows that the Jelinek-Mercer smoothing parameter usually falls in the range of [0.1,
0.7] (Zhai and Lafferty, 2004).
Finally, context-sensitive text mining based language model MR is defined according to Eq. 6.
The set of term associations (i.e., information flows) R is mined by applying the context-sensitive
text mining method (Lau et al., 2008) to the unlabeled cybercrime corpus D. A context-sensitive
term association of the form tj imlies ti is applied to text mining based language modeling P rT M (ti
| MR ) to estimate the probability that the message generates a term tj which is contextually associated with a relationship indicator ti captured in Cj . In particular, the strength of term association
Pr (tj implies ti ) is derived based on the context-sensitive text mining method. Pragmatically, we
only consider the top 3 term associations for each relationship indicator ti captured in R. Since
the inference that d generating tj which implies the relationship indicator tj involves uncertainty,
the maximum likelihood estimation of P rM L ( ti | Md ) is discounted by a factor Pr (tj implies ti )
. The hyperbolic tangent function ensures that P rT M ( ti | MR ) is a valid probability. The main
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differences between the proposed language model and other exiting inference-based language models (Nie et al., 2006) are that context-sensitive text mining is applied to extract term associations
and we use a summation instead of multiplication operator to combine the probabilities of deduced
terms to smoothen the maximum likelihood document language model.
For a binary classification, if (Pr(Ctran | Md ) -Pr(Ccoll | Md )) > wr el or (Pr(Ccoll | Md ) -Pr(Ctran
| Md )) > wr el is established, the message d is classified to have the same cyber-criminal relationship label of the aggregated concept Cj which is generated with a higher probability according to
the proposed inferential language model. Otherwise, the cybercriminal relationship is undefined.
The classification threshold wr el = 0.2E -8 was empirically established based on a subset of our
cybercrime message corpus. Alternatively, the proposed inferential language model can perform
a ranking-based classification of the relationship labels of messages. In that case, messages are
ranked according to the their probabilities of having a specific relationship label. Accordingly, a
binary classification threshold is not needed.
After relationship classification, a frequency count Relj (vx , vy ) for a specific type of relationship
j ǫ transactional, collaborative is developed for each pair of cybercriminals (vx , vy ). These frequency
values are then subject to a linear normalization Relnor = (Rel -Relmin )/(Relmax -Relmin ) to
develop the final relationship scores for all the pairs. If a pair (vx , vy ) has both a transactional
relationship and a collaborative relationship at the same time (i.e., Reltran (vx , vy ) > 0 and Relcoll
(vx , vy ) > 0 , our system simply assigns the more specific transactional relationship to the pair.
Finally, a cybercriminal network is composed based on the identified relationships among all the
valid pairs pertaining to a specific period.
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System Evaluation
To the best of our knowledge, a benchmark data set for the evaluation of cybercriminal network
mining algorithms is not yet available at the time of this writing. To evaluate the effec-tiveness of
the proposed cybercriminal network mining method, we first needed to retrieve cybercrime related
mes-sages from online social media. For the construction of our evaluation corpora, we made use of
two kinds of social media sources, namely micro blogs and online forums. We accessed to the largest
micro blog service, Twitter, and a dozen of online forums (e.g., hacktalk.net, blackhatworld.com,
pastebin.com, etc.) to develop two cybercrime related corpora. We manually identified a list of 35
well-known cybercriminals as the seeding users. Then, we used these seeding users as the starting
points to perform breadth-first crawling to retrieve the messages posted by other suspects of cybercrimes. As for Twitter, we retrieved the relevant tweets via a publicly available API called Topsy.
For instance, for the well-known cybercriminal group Anony-mous (also known as FawkesSecurity on Twitter) who claimed to be responsible for a series of cyber-attacks against HSBC in
October 2012, our crawler first identified all the followers of this account, and then invoked an
internal filter to extract all cybercrime related tweets from different followers or friends. For online
forums, our crawler identified the related user accounts that appeared in the same thread of messages or directly embedded in the message contents. A total of 28,114 cybercrime related messages
covering the period from January 2009 to December 2012 were retrieved from Twitter in Janu-ary
2013. In addition, a total of 25,695 cybercrime related mes-sages of the same period were retrieved
from various Internet forums. To distinguish cybercrime related messages from ordi-nary online
chatting, our internal filter simply utilized a list of 21 common cybercrime keywords to determine
the nature of each conversational message. These keywords were provided by a group of six cybersecurity experts who were the employees of a cyber-security consulting firm.
For each cybercrime message corpus, a subset of messages with at least two cybercriminals
mentioned in each message was manually inspected and annotated by a group of three cybersecurity experts so as to determine the specific cybercriminal relation-ship captured in the message. For
the experiments reported in this paper, we only focus on two types of cybercriminal relationships
namely transactional relationship and collaborative relationship. A transactional relationship refers
to buying or selling cyber-attack tools between two parties, whereas a collaborative relationship
simply implies the sharing of information or tools between cybercriminals and it does not involve
any monetary exchange between the two parties. Only if all three experts agreed on a spe-cific type
of relationship captured in a message, would that mes-sage be annotated with the corresponding
relationship label. The average inter-rater agreement of six annotators as measured by Cohens
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Figure 4.1: Details of the cybercrime corpora and latent topics

Kappa is K = 0.75 which indicates a relatively consis-tent and reliable expert judgment for the
construction of our evaluation corpora. The details of our cybercrime message cor-pora applied to
our experiments are given in Table 1.
Common performance evaluation measures :
• Precision (P)
• Recall (R)
• F-measure (F)
• Accuracy (A)
• Receiver Operating Characteristic (ROC)
These measures are applied to our experiments. Moreover, the Receiver Operating Characteristic (ROC) curve (Hand and Till, 2001) was also adopted to assess the perfor-mance of all systems
such that the results are independent of any particular classification threshold value chosen.

4.1

Comparison with Baseline Systems

Apart from the context-sensitive LDA (CSLDA) experi-mental system that is underpinned by
context-sensitive Gibbs sampling for latent cybercriminal relationship mining, we also implemented
several baseline systems to perform a compara-tive evaluation. Other probabilistic generative models such as Partially Labeled Dirichlet Allocation (Ramage et al., 2011) and Latent Dirichlet Allocation (Blei et al., 2003) were also adopted as baseline systems. For both of these baseline systems,
a classical Gibbs sampler (Geman and Geman, 1984) were employed. PLDA requires human assigned tags for documents. Unfortunately, unlike Web pages, these tags are not normally available
for cybercrime related messages. Given the large number of un-tagged messages of our corpora, we
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employed a semi-automated method for tag generation. Firstly, six annotators were responsible for
tagging around 10similarities between tagged messages and un-tagged messages were computed.
Finally, an un-tagged message was assigned the tag of its most similar tagged message if the cosine
similarity score was above a predefined threshold (i.e., 0.5). For the remaining messages without
any tag assigned, we annotated them with the generic tag cybercrime. Similar to the approach
adopted by (Ramage et al., 2011), we specified that each tag was associated with 5 topics for the
PLDA baseline system.
Another baseline systems (SEED) employed 11 seeding transactional indicators, 16 seeding collaborative indicators, and the corresponding synonyms (top 3 synonyms of each seeding indicator)
extracted from WordNet (Fellbaum, 1998) to identify cybercriminal relationships from messages.
These relationship indicators were also used by the experimental system to infer the labels of mined
latent concepts. The seeding relationship indicators and the cybercrime corpora were stemmed using the same Porter stemming algorithm (Porter, 1980). The SEED baseline system simply uses a
transactional (collaborative) strength measure
to determine the relationship label of
a test message CPi , where T ranInd and CollInd are the sets of transactional and collaborative
indicators found in the message. For example, if tran (CPi ) > wtran (coll (CPi ) > wcoll ) is true,
the message is considered to be transactional (collaborative). The threshold was empirically established for our experiments. In addition, classical supervised machine learning classifiers such as
Support Vector machine (SVM) with a RBF kernel4, and Condi- tional Random Fields (CRF) were
also used. Stop word removal, case transformation, and stemming were applied to the cybercrime
corpora before they were processed by the experimental and the baseline systems. For the SVM
and CRF baseline systems, word-based features and TFIDF term weighting were applied. In addition, part-of-speech, number of seeding transactional indicators, number of seeding collaborative
indicators, and lexical features such as sentence length and lexical diversity were applied to the
baseline systems. For the CRF baseline system, contextual information such as words preceding
and after seeding relationship indicators or user names, was also used. A standard three-fold cross
validation was applied to our experiments.
For the experimental system CSLDA, concepts representing transactional and collaborative cybercriminal relationships were first acquired via LDA-based latent topic modeling. The number of
latent concepts |Z| was estimated according to the perplexity measure (Steyvers et al., 2004). Following the empirical finding of Griffiths and Steyvers (Steyvers et al., 2004), the hyper-parameters
α and β of the context-sensitive Gibbs sampling algorithm was set to 50/|Z| and 0.1, respectively.
Two independent Gibbs samples were used and the first three hundreds Gibbs samples produced
by our algorithm were ignored to ensure that the burn-in period had been by-passed. The maximum loop control of Gibbs sampling MaxI = 1,000 was set to ensure a proper convergence. The
statistics of latent concepts learning and Laplacian concept labeling of the experimental system
are summarized in the second half of Table 1. For context-sensitive Gibbs sampling, the virtual
text window size wwin and the information flow quality threshold IF for context-sensitive term
associations extraction (Lau et al., 2008) were empirically established based on the Twitter corpus.
We tried different combinations of win and IF as shown in Figure 5 while fixing the values of
other system parameters. We found that wwin = 6, and wIF = 0.15 led to the best F-measure,
and then we applied these parameter values to the experiments based on the forum corpus as well.
Based on the selection parameter wIF = 0.15, there were 1, 512 and 1, 306 context- sensitive term
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Figure 4.2: Emperical Parameter settings for context-sensitive term associations

associations extracted from the Twitter and the forum corpora, respectively.
It should be noted that our empirical parameter setting method may not be able to identify the
global optimum for wwin , wIF , wrel , and other parameters. A more sophisticated parameter tuning
method will only further improve the performance of our proposed computational method reported
in this paper. Applying soft-computing methods such as genetic algorithms (Goldberg, 1989; Lau
et al., 2006) to bootstrap the performance of our probabilistic generative model for cybercriminal
network mining will be left as part of our future work.
The results achieved by the experimental and the baseline systems are summarized in Table
2. The column with label Thr. refers to the classification threshold applied to a specific system
to produce the corresponding performance scores. Table 2 shows that the CSLDA experimental
system outperforms most baseline systems for both transactional and collaborative cybercriminal
relationship classification. In terms of F-measure, the experimental system significantly outperforms the LDA baseline system by 4.82 percent(t(2) = 3.62, p < .01 of paired one-tail t-test) and
5.03percent(t (2) = 3.78, p < .01 of paired one-tail t-test) for transactional and collaborative cybercriminal relationship classification, respectively. Moreover, the experimental system significantly
outperforms the best supervised classifier (i.e., SVM) by 10.55 percent (t (2) = 4.87, p < .01 of
paired one-tail t-test) and 9.80 percent (t (2) = 4.12, p < .01 of paired one-tail t-test) for transactional and collaborative cybercriminal relationship classification, respectively. The CSLDA system
performs slightly better than the PLDA system for transactional relationship classification, and it
achieves comparable performance as the PLDA system for collaborative relationship classification.
Through weakly supervised mining of an unlabeled corpus, the CSLDA system produces concept
descriptions corresponding to two types of cybercriminal relationships; these concepts are then applied to bootstrap the performance of cybercriminal relationship classification. Table 3 highlights
two representative concepts (i.e., relationship descriptions) mined by the CSLDA method and two
concepts mined by the LDA method, respectively. For brevity reason, only the top 10 terms for
each concept are shown in fig 4.4.
In addition, Figures 4.5 and 4.6 show the ROC curves of vari-ous systems for transactional
and collaborative relationship classification under the Twitter corpus and the online forums corcs mec 2015
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Figure 4.3: The comparative relationship classification performance of various systems

Figure 4.4: Examples of mined concepts for cybercriminal relationsip classification
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Figure 4.5: The ROC curve based on twitter corpus

Figure 4.6: The ROC curve based on forrum corpus
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Figure 4.7: The comparative AUC values obtained by various systems

pus, respectively. These ROC curves were plotted using SPSS with a confidence level of p < .05.
The area under a ROC curve (AUC), that is, the probability of a classifier cor-rectly identifies
a true-positive case, was also used for a comparative evaluation. Table 4 summarizes the AUC
values achieved by the experimental and baseline systems. Again, it is shown that the CSLDA
experimental system performs better than most of the baseline systems do. In terms of average
AUC values, the experimental system significantly outperforms the LDA baseline system by 5.23
percent (t (2) = 3.81, p < .01 of paired one-tail t-test) and the best supervised classifier (i.e., SVM)
by 16.62 percent (t (2) = 6.25, p < .01 of paired one-tail t-test), respectively. The main reason of
such a remarkable performance improvement is that the CSLDA method can leverage on a large
number of unlabeled messages to learn domain-specific concepts about cybercriminal relationships,
and hence to enhance cybercriminal relationship classification.
The CSLDA system performs slightly better than the state-of-the-art PLDA system although
the improvement is not statis-tically significant. However, the distinct advantage of the CSLDA
system over the PLDA system is that only a small number of seeding relationship indicators are
required to guide latent topic modeling and concept-based cybercriminal relationship classifi-cation.
In contrast, the PLDA system requires a manually assigned tag for each document to guide topic
modeling. Unfortunately, these human assigned tags are not readily available for cyber-crime related messages; this makes it extremely difficult to apply the PLDA method to mine cybercriminal
networks.
According to our experimental results, we can conclude that the proposed weakly supervised
concept-based cybercriminal relationship classification method significantly outperforms most of the
baseline methods. It also achieves comparable performance as the state-of-the-art PLDA method.
The proposed system is more effective than the SEED baseline system that only utilizes a limited
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Figure 4.8: The sample output segment of the mined cybercriminal network

number of pre-defined relationship keywords. Moreover, the proposed CSLDA system significantly
outperforms the super-vised machine learning classifiers such as SVM and CRF. Surpris-ingly, the
state-of-the-art classifier CRF did not perform well in our experiments. A possible reason is that the
number of labeled training examples is not sufficient to effectively train the CRF classifier to learn
discriminative label sequences. Since it is extremely costly and time-consuming to label a large
number of cybercriminal relationships, it may not be practical to apply supervised machine learning
classifiers to cybercriminal relationship mining from online social media. With the absence of a
large number of labeled cybercrime messages, the proposed CSLDA method is just able to leverage
unlabeled cybercrime messages to learn latent concepts which are semantically rich representations
of different types of cybercriminal relationships. Our CSLDA method outperforms the classical
LDA method because the proposed context-sensitive Gibbs sampling algorithm can discover higher
quality latent concepts (as shown in fig 4.4) when compared to that produced by the standard
Gibbs sampler. These high-quality latent concepts can then be applied to bootstrap cybercriminal
relationship classification.

4.2

Output Segment

Figure 4.8 shows a sample segment of the cybercriminal network mined based on our cybercrime
corpora. The cybercriminal network is plotted using the open source graph display program called
Pajek.6 Each circle represents a cybercriminal or cybercriminal group (e.g., the Anonymous group)
and a square box represents an attack incident (e.g., Bank of America) which is most likely associated with the corresponding cybercriminal. We employed a PMI-based method to estimate the
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strength of association between a cybercriminal and an attack mentioned in social media messages.
However, the computational details about cybercrime forensics will not be covered in this paper.
Dash lines between cybercriminals represent collaborative cybercriminal relationships (e.g., Anonymous and nullcrew), whereas solid lines between cybercriminals indicate transactional relationships
(e.g.,ugnazi and r00tw0rm). The strength of a cybercriminal relationship is shown along an edge
which is labeled with the type of relationship. This network segment was verified as a correct subnetwork by our cyber-security experts. According to our experts qualitative feedback, this kind of
automatically generated cybercriminal network can considerably enhance cyber-security forensics
because a large amount of intuitive and high-quality cyber-security intelligence can be generated
instantly with minimal human intervention.
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Conclusion
Latest cyber-security studies show that there is a rapid growth in the number of cyber- crimes which
cause tremendous financial losses to click-and-mortar organizations in recent years. The main contribution of the research work reported in this paper is the design of a novel, weakly supervised
cybercriminal network mining method that is underpinned by a context-sensitive text mining enhanced probabilistic genera-tive model. The proposed computational algorithm can effec-tively
extract semantically rich representations of latent con-cepts describing transactional and collaborative relationships among cybercriminals based on publicly accessible messages posted to online
social media. These latent concepts are then applied to bootstrap the performance of inferential language modeling-based relationship classification in texts. Based on two textual corpora extracted
from online social media, our experimental results reveal that the proposed weakly super-vised
cybercriminal network mining method significantly outperforms the classical unsupervised LDA
method by 5.23percent and the well-known supervised SVM classifier by 16.62 percent in terms
of AUC, respectively. In addition, the pro-posed method achieves comparable performance as the
state-of-the-art PLDA method. However, the distinct advantage of the proposed method over the
PLDA method is that manu-ally tagged messages are not required for cybercrime concept learning,
hence making it feasible to apply the proposed method to cybercriminal network mining.
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Future Works
Future work will examine soft-computing methods such as genetic algorithms to search for optimal or near-optimal system parameter values to further enhance the effectiveness of the proposed
method. The issue of evolutionary cyber-criminal networks will also be examined. In particular,
a dynamic topic model will be examined to mine evolving concepts about cybercriminal relationships. A larger scale of empirical experiment with more corpora extracted from online social media
will be performed to further evaluate both the effectiveness and the scalability of the proposed
computational method. Finally, the analysis and forensics of cyber-attack behavior based on the
mined cybercriminal net-work will be carried out.
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